Protection Personal Data

s it actually worth it’?



Anton Gerunov, Ph.D.

« COO @ LogSentinel
 Chairman @ IDEA
* Professor of Risk Management @ SU




"
' - : — 'y ' o
w LT = & / T T A o N

4.5+ Billion  Profiles.of customers and =

Records _patients compromised by 2018
@t noge
= S a

Fell victim to a cyber-crime or
exploit just last year

o |
Of a given company incurring

i
1 0 i
SESSU 1 S, o
-~ g

L N a material breach over 2 years
Ll h =
H T {
o ek T ' F
{3 aamde | | =y | TR %
s ERTelE 0 20 g |
SRR U —
) = - B L‘éé

~. The system S broken -
,’;:}iF mg |t IS expenswe though ﬁ-ﬂ

‘=:mn o - o 6 ol
~? . 4+ 18 B

|..f$‘

i !
) -~ o
4,\:.7 : ." P i - P = - %
~ﬂ-' .: A - ' p ! - . - [ o Ve ]
ol SR g s ‘. ,,} 45 €. ; ;gqf\ g ‘v‘ ‘_*
BT L e '-min.#,id»%&wi o T e 1.3 ¢ b~ <o 4 B L i T 3 Y & B ERE = 3 5






Two Simple Propositions RS

 Treat data as an asset.

« Treat data protection as an
Investment decision.







Total cost of complete







S The Way Forward
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Combine powerful new technologies such as
blockchain and Al to achieve cost-efficient protection.






Private Sector: Raiffeisenbank Use Case

» Raiffeisen Bank

D Account User Authentication ~ Transactions History and needs to monitor all
—_— Inquiries Logs from ODS Audit Facility business-relevant
S—_—
— v = logs from the core
_D_ = 2: banking system to
: prevent misuse of
Core Banking
——D System data.
Y  SentinelTrails
x Raiffeisen ensures integrity of
BANK current and historical
@ LogSentinel log entries and
- provides real-time
% = ® |||| monitoring and fraud
7

prevention



Public Sector: bulgarian e-Government Use Case

S

» SentinelTrails

cocmuanorons  REGiX: Central eGov = keeps logs for all
D Compori”t — citizens' data
—_I—>Qi —K = access requests
U — sent to the
s Queriesfom | T : - Bulgarian e-
Administrations W Y % government
- E -
0= National and Regional , ,
: Databases * This solution
Access increases the civil
SentinelTra -;ko S S control over data
ils _ _ access, makes it
AP — Signed and ime- & SentinelTrails nossible to check
’ @ == stamped block QQ E ® m and detect
= o] = anomalies
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Let's talk

f you are interested in protection your systems and dato
anton.gerunov@logsentinel.com



